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2. A netstat4, TAMEELEEL (H21.7).

F2.1.7 H PR EE R O

J

2.1 M@ {EEm
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/\. fﬁ%"ﬁ%}%& 2'?‘!-

WﬁﬁTCPﬂPfJ}'iﬂ?iiiiﬁﬂE’fﬂi B L3R, Rk
:r7r F)Z2ish. 28— )2 EREdRE, a4

ﬁZIKF'?“%I%'Hn Bk, R TCPH, IPALE, HAC
,,n‘F—J%D TCP AL, 1P A 55880 A0 3= 2 Sk 30 R0 2540 s
il

AN E LR EBARR K, "B EAE L2 e lr
S TR, B,

N DA N TR B T A (1&12.1.8 ).

L {HTTe 3 $ig :

hhhhhhhhhhh

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

(rcrwsn, wmm) & N N

i L g k 3
TCP Bm b1 TCP Bl 2

@R

sLLE LSS -]_-PJI TCP Sofli e || rce il 2

218 HRsMR
) i
A0 HTTP B % W 51 B B 348 A
1. XA EABATHR WS, PPRFBAE ., & R34 8 R
2. B#) Wireshark #:4F, %+ M 340, B M@0 (B219),

[ -
-
—— ———

i

£ TEwE LR - O ®
T EERE) WENV) DENG) WEIC SWA) NS RSN SR TRM o WEH)
'S R nAbE fesETISG/Eaqaan

Eﬁﬁﬁm%___mmh.mmAquwmf | EEE o+

Fe. Time Seurce Destination Protocel Lasgth Info ~
23332 Be.918668 182.254.11.148 18.58.16.99 TCP 1454 B8 - 57883 [ACK] Seq=8320881 Ack=615 Wi
23333 88.918738 18.50.16.99 182.254.11.148 TP 54 57883 + BB [ACK] Seq=615 Ack=B22241 Wi - 4
23334 88.923231 18.50.16.99 182.254.11.148 TCP 54 [TCP Window Update] 57883 + 88 [.N.'.K]_f:'_ ﬁ‘ﬁ&ﬂ },l_.[!'_;ﬁ ‘I::.
»

- Frame 458: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 8

+ Ethernet II, Src: Micro-5t_ad:Fa:d? (dcicc:ba:ad:Ta:d7), Dst: HuaweiTe 5f:1f:ec (94:db:da:5F:1f:ec)
. Internet Protocol Version 4, Src: 10.50.16.99, Dst: 112.25.13.5 < M- ﬁ}i}‘{mﬁ;}ﬁ*}é
» Transmission Control Protocol, Src Port: 57736, Dst Port: 9828, Seq: 1, Ack: 522763, Len: 8 ) =
000 94 db da 5F 1f ec 4c cc 6a a3 7a d7 08 80 45 09 < eaks Jrz E
eele [l 6298 00 4006 40850a3210637019 [hee @ 2cp o
4020 d @5 el 88 23 3c fd fd ed b9 58 07 30 c1 50 10 #c . - X-0P —— Bk B

0 @7 32 97 aa 20 00 2
© T fras (Gwid 56 byt P 24 - B 23334 (100.08) || Frofile: Defaalt

E2.1.9 Wireshark %L1

3. ELEBEPM A hup, WERZTS AR EEAHTTP /7815, W RA,
feei#rxm., Reiix W 4, 4500,
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i

S s TERIAE IR, AR T IP UMSLAG Sk oo

AN

4. T B LR,

BHERNEE
5. ERIEO R TAPEBE—/NIES

AL &

% R 7L

6. EAIPKI, Kb BTG IPA (EH2.1.10)

B E—AR3E, REiFEEn
RGBT B TAL, R EH AL,

v Internet Protocol Version 4, Src:
1 91880 .... = Version: 4

I Total Length: 411
2 Identification: @xfac5 (64197)
0l » Flags: @x40@@, Don't fragment
7 Time to live: 51

Protocol: TCP (6)

Jih Source: 124.192.132.242
1 Destination: 18.508.16.99 i

da

8@ 58 ee 22 bl 9b
BE30 80 7a 6c db 08 €@ a9 77
Bo4B £7 10 4a 15 b5 72 c3 74
BE58 9e e9 45 6a d4 2d 48 80
BP6E ed4 aB Bb 43 73 2d 47 a4
@78 @7 17 8a 65 32 21 o5 cc

78 8f b7
48 @f fa
93 4d ca
48 f6 19
2d 49 ac
62 Ge 37

124.192.132.242, Dst: 10.50.16.99

o «... 8181 = Header Length: 28 bytes (5)
i » Differentiated Services Field: @x@@ (DSCP: (5@,

ECN: Not-ECT)

' Header checksum: @x2f5@ [validation disabled]
[Header checksum status: Unverified]

dl 39 9 58 18
86 4d b8 cd 58
87 S5e 44 Be S5c
do 2e 29 5¢c d3
le b5 c5 61 3a
1c 87 20 15 1e

3t -M--"D- R
Ej -H- H-
--Cs5- ~I-- a:

--g2l-- bn7-

» Ethernet II, S5rc: HuaweiTe S5f:1f:ec (94:db:da:5f:1f:ec), Dst: Micro-5t_a3:7a:d7 (4c:cc:6a:ald:7a:d7) ~

an: 371

F2.1.10 #FIPLT

7. A TCPk3Rey4k (H2.1.11),

|> Internet Protocol Version 4, Src: 18.50.16.99, Dst: 124.192.132.242

1 Source Port: 68962

% Destination Port: BO
[Stream index: @]
[TCP Segment Len: 18@8]

4 Sequence number: 3883941359

a 9101 ....
i'» Flags: @x@18 (PSH, ACK)
7 Window size value: 256

. Urgent pointer: 8@
» [SEQ/ACK analysis]

v Transmission Control Protocol, Src Port: 60962,

[Mext sequence number: 3883942377]
I Acknowledgment number: 2979754587
i = Header Length: 28 bytes (5)

[Calculated window size: 65536]
[Window size scaling factor:

Checksum: @xdaf8 [unverified]
[Checksum Status: Unverified]

256]

Dst Port: 89, Seq: 3083941369, Ack: 2979754587, Len:

802e :84 f2
ee3e

8. ML H 4o k3R

1% 1% M 5T
etk )=, AT REYRITY,

94 db da 5f 1f ec 4c cc 6a a3 7a d7 @8 00 45 00
ll’fk:ﬂﬁ-"m"ﬂiéi—-a4 1850 5 40 00 40 06 cP a3 a 32 10 63 7c c@
A

58 4f 53 54 29 2f EB Gd 65 ??

E2.1.11 #HFTCPLE

PO ST [imew

B — A o fT— B RH KA RN,

i, FERFR, 2RO T HTTP HRLA)

I8 026 F TCP Pl Y
X

F—IZRET, AR PM SR

i,

YorEfE R R, AR L,
APAHELIIER

I ANFH1EH

TEA [] JZ2 MR fifp 132 2K

k"\

'|I1i.|:.

_%

M EERA 35



/\. /f’\-*/;??ﬁ d’-fﬁ j?‘!-
2.1.3 |Phutl

-2 B

200278, IHRAENENAERT —RA A MEBHGEH., Z2NELXN, AT
B AR S B P E T T, RBEZX K&, $FARRHE, WKTE%
MR SEHREEA , X R K E AR O BB A MAR AR

Mo, HEARFLEBRIEIPHIE H T EHNECLE R?

R GE R ME LR R T EAL, S T IX e, A
MATEYLRE TEFEA0PRR, BIIPHihE, MM
A, IPHuhbt A 7 BRIFR 44 TR BOR R R, X P&
NIRRT . {HSERR b IP Mk R 1A
32 R R, Eean.

219.239.238.40 11011011111011111110111000101000

BAR, KM Rk RN TP HihE A il
1. WEFEERE, KHXMERE, S E LR
TR RS, i B RIEASRE#E o 255,

|P 3t 11k ) 28 A%

HL T I FH 20 IO 5 1) fR s XD ZEL R, 2% B 1 e 34 DK
AMNIX S, X5 HSHEE G LL5E 8 R x E AN
1 —A~ LG

{5 4, 010-58758200 {19 010 2% 7= At 5T 7 1Y HL 345 M,
58758200 F/n HoH AN HLIE S5, IRy, BRI H
5 o ) 245 2 42 T RO HE RS I 2%, 3 SE R 28t BT H & HUBR
R, IPHHE Pl S A X FEPRIR . PR L, TP HbhE—
W25 FEHLZ PR 4 (& 2.1.12 ),

W 48 = 219 .239 . 238 .0
FH= 40
IP #b 1t 219 . 239 . 238 . 40

[#2.1.12 1P Hlthk2H Bl 7
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A AL A rrh 2

M@ E T, THAAL— e A i 1P Mokl A5 A M)
RS IRBMHNI R 2%, FRARSE FALS, RIS TR L.
ARFE T — MM 255, I8R50 nT DARYE & £t
AL AL R P2, BRI AT AR AL E T .

éa;ﬁﬁ%ﬁ
2 ik [P bt By iy 3R AL B

1. #47 netstat ¢4, A RAMELZTHIP AL,

2. 7B P F ML, FEiEANIPRIIATEHMMMEIZELE (B21.13),

ipl138. com IPEW (FRIPHIEAYHLE A E)

ipl38. com IPFE# (R IPHLIEAHLIE A H)

T IPHE-R, 219, 239, 238, 46 @Eiﬁlfl‘ﬂp‘lﬁﬁ 111. 8. 238

ETERMEPRAIETANIPHLSERE, AEERANTE

TR AL AR, LR FEAY
HimiaR @BERTF PEETGoore

It sk Effg. . [166.111.8, 238 %

ip138% ATeo0het HATRR S e B L
E:FRPIPEELHRTNSESE, B 10X g2EF—x
: Pt St E 0, [165. 203. 200. 200 E
RIS Rk AR RS T PRR B, RSO Fut ip138% AL T+24/ N0} HT IR S

#2.1.13 Iwmi]tmf*

IP bk R EY

WHA PR E 328 A2, BRMCIE, AR
IPHuht, P25 FENLS SRR (&2.1.14 ),

i SR TPEGBEE H-BIEMAIERE & iInTF A EIF—r

0 12 3% 4 5 &7 15 23 31
A% (0 M &= FH|E

BX (1|0 M| | S =

ck |1|1]0 W | &8 | S EAE AR

E2.1.14 A P k32
— AT A S b kb i DR 2% 1Y FE A 2R, B 28
HER I ZE MY EB IS, RKILZEHE, AR IPHUKE Y EHL S
FH 24 0 —dE6 R s, BASTP bk vp i) =415 FH 1647 —
Hil R, CIHRIPHhE B FHLS FH 8 —HEH BRI .
KR &, 1P Huhbid a] DLy 2R 23 FH 1P ikt FNARAA 1P b
fik. AP HhERT AAE B ER I P, & T AIHLE £ 53
Bt —4rHc; FAA IPHbhE R REH T84 . ZKEEA A N
W, ATLAHZHM N G HAT40 B0, 765 I =28 1P Mkt b,
SRR T —S A A TP Mkt ($62.1.2).

2.1 Mgm{EEM 37
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A AL A rrh 2

212 A IPHLhE

25 HbIkSE B
A 10.0.0.0~ 10.255.255.255
B 172.16.0.0 ~ 172.31.255.255
C 192.168.0.0~ 192.168.255.255

A, B i Haedl” RN, B —1PECRT
223 {4 IP #hk AN 2855k 127 i) A S TP Hb A Sk &, —
WA T ARIR 28 R TR,

ST #e 72> F 1P #u sk

VA TR JU/AS TR 7T 652 B P 69 [P 3 ik |

] 421.321.121.3 L] 266.216.5.225 L] 127.127.23.1
[] 165.25.23.200 [1 252.252.252.3 [] —3.134.60.127
F M FERS

il € 1P HuhERYE RS, dlE FLER A, B, C =2k
o AN R () R 265, (BLAE SCPRn Y 2 B, X Fh ok
MELLAFE 40 M Mk BE . tean, — ) BRMNBEREMN6 T £
SN, RS — AR, FIHFEAGREATE A4
Z—o R, AT LIARE S bR A B RO R 2% A TR A, X
L B PR

filan, FEF2.1.3, L ERE R, R L
ool i i | o B ] 17 o = M R i
RIS nl DU “00, 01, 10, 117 HJrAgfEf—4>, BIF]H
XAF RIS AT LAFRTE 4 4~ 1.

#2.1.3 FTMHENS RS

F NS
e B & =
oy 1 &4 2
IP 33 11011011 11101111 11101110 10 101000
F M 1650 T W ) i b o B i 11 000000
“B" & 11011011 11101111 11101110 10(-FM M5 ) [000000
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/8 > ; <
/\. J{L T ﬁ W )ﬂ"z{ g:t'

UERATT 2R 1 M, A &R Y~ P e Rt & 255.0.0.0,
B 25 M Y - 4 48 % S 255.255.0.0, C 2 I 1Y - ) 4 15 2
255.255.255.0,

w3247 (19 TP Hb hE nY AE 1Pva stk BJEE 4 Jig TP
WHLE B b, X AP AR PSS R A 274 B E N4
)RR, IPvA R E YR IR T 2R . S T 6 Fetk
A&, WEFEEAE20 20 90 AR U IR th 15 6 IR IP PRI, HI
[Pv6. IPv6 BHBIEICEA 1281, MRS b2 vl DAF{HE
2134 x 10"/ 1Pvo it . 2R —F (—FPE T
Sz — ) BEHAE 100 7k, ARATEE 107 4E A4 BE H 5E
T4 R ikt
WM 6" Rl IPve, THE 16714
219.239.238.42.0.0.0.0.0.0.17.128.0.10.255.255

AlOL, FH s R ESARE T H R /R TPv6
Wit 7. b T hE SR, A ARDCRAH 164 il
BOoh—a, A St HHE SR
R, BN, LmEagshk el e s .

LA LS B RHAI0, & L mE, ek
ZEOM “2” FoR, LAk Rl Fieh W, i REEA—
: ;1\.. . :

DBEF:EE2A::1180:A:FFFF

€3’ REEE] BRI AR IP Ik
AT ipconfig @4, EAIPHHFMAEREZE (A21.15), HME. FrA+
HALE 1Pv6 ik 2 , IPv4 Ho ik % , T ML

F’eT: B21.15PIPvoit iz 569 “%9” JH TARIRA M & 0.

E2.1.15 HihkFHE(G B

21 MBBEERE 39



/\. /ﬁ%ﬁ%f‘& j?‘!-

2.1.4 1523

A A P Hehl, MELAEDWHbICAZ. IR, AfiTX
KH T AP R
fil 4n ww-mne.gnv-enﬁjﬁ%—‘ﬁ\ﬁﬁz, H.tpen R
[, govE/AREBUFHLA, moe e N RILAIEAT IR,
www e IR 55 av B 24 B, Sl AT LLEEAE Y b EEUF LAY
Z— Ryt N RIEFEBF WA — B 248 www B FF 477

(K 2.1.16 ),
BLk % HLbg R
5 34, et B E A K
B T

F2.1.16 BAGHRER

s 4 AT DU R R AR — A s . — A~ el — LA 1)
2% R G8, WrTLAHIRE R M H R B ﬁﬁm fon 4,
tsinghua.edu.cn 2 TF PR F M ZE RGN A FR, XML RS
el REfL S 2 6 1TE L Ww.tsmghua.edu.cn;@{ﬁﬂék--‘:ﬂﬁ]
HARGEH AN www BITHEAL, A XA AR L
171 o P (i T 4E R fije 55 -« - -+

Ik 44 h AL A AR Z2 547 SR AR R E 9 3 o T,
com Z/R DAL, hk Fm P E &R, mail ZRBEFIRSS
blog 27~ MZs R M55, 555

5 2 R
BIE2 .
» E i A\ www.baidu.com, #HFE T & EM,
- R E4E H 61.135.169.105, FIAFTAi7EH EM .
AT ABANAER TR BT A, #iFFEE—H3ER?
Wt — IR DT PG, TR LA e AR A Ik 44 Xk 1
TP Mtk . HE Ik A4 e 4 hl TP Hihb (0 L BE PR R 3 42 by . 7E
Pizgrh, 2Ll ss e BT TH TR it il 55, XLk
AR 55 de B PR 4% R 55 v o SEBR NI, AT [Rlk 48 2 £
MRS, AR A RS -
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7 > <
A AL Fwrh 22

@ SN AT BRI RS %

#A47 ipconfig /all o4, A EF My AMEEZE (H21.17). P “DNS
RS2 AR TIRS 289 1PHuaE, DNS % domain name service 8455 , & AKX LR E,

2.1.17 #AFDNSEE

AR BT A JR) 84 3% 4 IR 55 25 64 TP 3 kb 5%

P b, IR Y AT il 55 AN ()2 20 il 55 g ME S LY

G;; RERE P T

AIBE2.1.18, WA IR L BT P BB LIRS B defT B 245,

e 95w , P RNGHE

4 , Jeh
®.. gov.cn ff 1P Ho N -

-
E ‘ f @ 2210 en 0 2 2 55 A 00 S
e || R www.gov.en (1Y 1P Hl 1ol 2 AR % 1
L [ FR, DA g @ M, Rt HOE R 5
O e P www.gov.en [ 1P bl S
? e
L EOT i wm—— O FT RSP
1P Hs i E DNS i 45 2%
\ ¢
; FE A HE www.gov.en [ 1P
Q - = | O
\ h 2 T
\%)' - @ IP b hE S soex X0 xx¢. Xxx
F2.1.18 Sk Afbrd fBn ER
1215 70 .
MR il 55 =%
IR LIRS, WARRIRFG S, 1L THE M AL RMG, & uFEL R
B5%. RIRFHBAMEBFHPMER, —EXLRFEXAEARERBELE, 3

VT e 1% Ak, K AR A M 2838 15 R

EIPvatk 2P, ARORMRFBEA13E, R PIO0SGEELER, 26 4AKHM, 164
B, MAIPVORAMEXBH, I—RAFHNTAET, HE2017F, REELLL
B “FAHR C2AEAREWFEZT 2 EIPORRESE, EP45EKE.
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A AL A rrh 2

IR TR T SR IR I8 4% R 55 A%

1. B8 T @ 694K #5 % 5 Python #2 /3 .

(9

# 3 N2 A R
import dnsserver

if name == " main ":
#45€ 3% 0, DNSIR #ZKil{E B 53 Fin
sev = dnsserver.DNSServer(53)

# 38 a3 G Fo TP Hohb 69 %f B X &

sev.add( 'www.sina.com.cn', '219.238.4.9')
sev.add( 'www.baidu.com', '119.75.216.20")
sev.add('www.qq.com', '182.254.50.164")
sev.add( 'www.163.com', '116.242.0.145")

# 3R B B AA AT R 64 b
sev.add('*', '0.0.0.0")
sev.start()

2N — & R Y BATRI R 48 B 69 A2 5, FFNAR B R LA TP dak, gk B
e E IR LB S Bik AR 6 Pk, SR EAR R G M3k, AAMRS EFFF.

3. ALFPIRLIT AT R IP AL, il E THEGIPHE, KEHTRR
0, MLESSLES B I L,

4. W BRI MKIZE JJ
[ T
U RERRE
DNS # U

DNS k3 52 — 4% # I DNS IR 4 5= 36k B 09 s £ AT A, EFRGBFA: AR L M®
rigdg e, de M pRAZIGE 6P, Mo ad £ 69 IPskik, Amik PR
S RGP PR E M3k, de, ERTEOESFT, HEMAIRL S EG PRI,
ERZE AP EAP N 5 THICE

DNSH I R A2 “SHa” TAHARGRE, mAF LM%, LRFORE—HKS R
W b R HARNL, B mALARRAGRIGE, EAFRAERTE, EERAAEREALE,
e B Je RO RATB G, TRAELELEZTIHT .

A T A AR DNS KI5, AHAFA R E AT H £ %26 DNSH K, 4w DNSSEC
( domain name system security extensions, X & A4 EA2F &), ETABIHFELF
F BRI DNS B Ip 4 2 &

42 F2E NMFEHUL. RESEERS
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— AN TP Huhk AT LIS R 2 24 089 — AN 3844 7] LLXS 1
Z~ 1P HuhERS . RIS UE— T .

€i;§£ﬁﬁ%
IS UEBAE 5 TP Hhk B3 B 5k 2

1. #A4T ping 4, FEIUR S www.sina.com.cn F2 news.sina.com.cn % 5 849 TP Ho ik
TVAR I, X ARG 5 E — A 1P Hu bk

2. 4T nslookup 4, F—ARE ARG IPILAE, 4eik & www.baidu.com &
eGP bt TUAF ], INRLESET HAIPHA (H2.1.19)

>nslookup www.baidu.com
= =

lf'*w 25+ UnKnown

Address: 168.143.22.118

1EAY Bl 22 -

_ vwww.a.shifen.com
Addresses: 115.239.210.27
115.239.211.112

Aliases: www.baidu.com

E2.1.19 A F B2 X 1P HshE
3. AR B A AE P NIX S PR, B AIF AR TE HE—/M 3k
4. AT L AT 69 IP Wkt

WWW.gov.cn WWW.mct.gov.cn www.ccyl.org.cn

www.tsinghua.edu.cn www.pku.edu.cn www.sohu.com

ALK, —AN TPtk o] AR 2404, — M4
th mT AX R 224~ 1P itk o Rip AT LASE N5 20 k) H TP b
gelR, Je AW AT LGE L, B P U] 9 s

BIE3 :

20054 10 A 9 B, BRI 2RAG9LEH5E, A5 88444.net, 884443.com
FREXMEMT, JLo4)E, on. us FIRAGBARIRELAEMT . 20065, BE K
s “HA” “BR” LFRAEATERRESLAHALZ TR, BTILR, ST KA
b FH REIRLAIEMT -

WA 4 B X A EHF R
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BEEDN

/\. /ﬁ&é *ﬂ:ffzz %"!-

REHE, BAaPEEAFTERK, Mk, WAESE
B, ATUIRAMAERN “MEZAR". — I R8. S,
AT XA B GBI NTRAET, A B8 5 R b 59 0
P X TR, UK A BIE LR A TR
n, EHANATEGERE “RILE R

BEA B2 B S, AT e 22 Bk B s AL, T A 74 4
AR AR, 8T PG HOR 8™ H

MDA S A AT R R, (Eanf%
EARTEAER A . AL, ST RE S RACMA
AR R . [FREHE, JSRAS EBhiE i PR 9 A 2 LA,
A AT RERAE SR

g R AR ML B “PIZE AR

BT AR K EARE GARR L, BARS bk ey R FORIR S MAAIR R E
M, Sl TRSA Y, eRARZ—FA L i wA, WRE R L RFF LY

“R AR RT

{fr B 152

ARG, o f0, i 81145, HLEFEFMH
AR Z R, Wbea Mlbee, goFll goo 55, — 2514 H 0>
HIN, SUR X S ) A B A L, TS 24
A I A B4

i an, H E R 7 5 3 44 S bank—of—china.com, A A
{5 H T 504 bank—off—china.com s T RHRAT A0 LA 2
ichc.com.cn, A ANEEH i T lebe.com.cns»++- X L R AR
| B2 BAA R I IWYE, — BAE . fasi Uil
SR E Ay My, AT REt R K S A

A, —EHL TR )E AR A TR R 2s , A B e
WD AR FAER BRI e ) AT RETE . Bildn, b ERIT LR
H 1784 boc.cen.,

IeAh, —SER e MR A CAHSG . FHARLAY 42 A
FEAT T, IR e A 4 0] W] — ANk fihn, R
oy a] [FEEME T www.bing.com Fl www.bingg.com .
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BEED

f B8 iR E 84 B 7 i

PRAN A B AR A 4 38 ) B IR B 60 o k7 X B T kR 4 R AR R R AR
a9

45 5 2% TCP/AP B BYiAR

AT HBTCP/IPty T &b fetE A hah L, 5T ART, B48T
5 TCP/IP sl 8935

R,

1. AT @ HAN-2E B T TCP/IP WX 69IAIR, BB T F—AE L4740
N4, SwIP3bik, BE | AT

2. WLESERA, WA ¥,

3. L FHGL, R AT, @;J

( ?) i it

AL msEn

1. 713K % mail. 163.com P €L44913 8;

2. AARMB T —F#HeREe—HFREL, EHETELETAYORLEREZ, |
KA 352 A0 B KA AL . Wb R AKX AL Fo dk shAX AL 2 R, . e, B R R 3EA9 3R S
TARO086( P EAARA ), 010( w3 XKD ), 58758866 ( kw465 ) 2H 0%, BP
08601058758866., A AR ITIXFPIR &, AN K IR G 2 B A IPH AL T Ll A4 = 464,
M FRE X EH I THFHX, X2 —FEE

b BB R IF IR R GG? SRR A,

3. EAGAA, TPHupE6g ¥ AR KL, tde 25640 £ 51245, XAF# TAE4EH
%093k, IREAFZXAEA?

4. BME—TF, Bk A— R BT T @MEGEAFIL, FIHERLGELELE
xR, sLlifkesiEd,

c X ERBEMRFBRARALZETT .

- TR RARIR L IR F- 33 R AR EIZATT

2.1 MLB{EEM 45
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3.1.3  FECFRES U SR e B v

S ETET:

g
Ak, BRI

E3.1.2 e

HFHER N A

HFHEL T R ARG RE LT AR
REAHIE], SRR, AS[RISCH R4 288 A Y
WRA 2 SO R — N0 R T 1, BE s & kA k.
AR IE G R ISR SO 5e 3 E (313 ),

RZ W HE SO PR %5 B, AR 2 b F A
BAEA SO N EAE . FE T A, HE
BruE— B BT N 8OO R BCTF R R, SRR AIE SCHELE B B
PR AR T esER, o R EwE NG .

WIE B FRE

1. AWM ETFH—AXH, 4eoPython 89 KX, FHiTR M sbEA 691% X698 F

HE deMD5E (B3

Version

Gripped source farball

A7 compressed source tarball
mac0s 64-bit/32-bit installer
mac0s &4-bit instailer

Windows help file

Windows x86-64 embeddabie zip file
Windows x86-64 executable installer
Windows x86-64 web-based installer
Windows x86 embeddabile zip file
Windows xBE executable installer

Windows x86 web-based instalier

14 )

Operating System Description MD5 Sum File Size GPG
Source release ab25d24b1fBcc4990adedTof6dcITEEI 11994617 SIG
Source release 9f49654a4d61733f3284ab3d227eafd 17049912 SIG
Mac 05 X for Mac 05 X 106 and later bf319337bc6BbS2fcTd22 TdcaSbef2fe 28093627 SIG
Mac 05X for 05 X 10.9 and later 37da91988beaceddTi03a70171a8420d 26987706 SiG
Windows beT0202d483c0bT291a666eCER539T84 8065193 SIG
Windows for AMDE4/EME4T/x64 Daccafeical4baT4ftaelaBbbBSecd T1 7190516 SIG
Windows for AMDE4/EMBAT/xE4 9e96c93415d16399786081 2b4acT002D 31776112 SiG
Windows for AMDEA/EMBAT/ x64 6407363389402 2d30(ThabffT7391d6b 1320112 SiG
Windows bobl99asfa4 TOTb3TAS0C 15f2b 21434 6429369 5iG
Windows 2bb6adZeccabDBB1T1ef923bcas83fn2 30735232 5IG
windows 59666Tch91a9fb20e6f47153f3a213a5 1294096 SIG
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2. Al AT @642 it P T R A8 MD5 AL

import hashlib
m = hashlib. md5{)
# = ) 5 Xk RS A

with open (' d fpython .6.5-amd64.exe','rb') as f:

m.update(f.read())
print('MD5: '+m.hexdigest())

EFFLER . MDS: 9e96c934f5d16399860812b4ac7002b
’%

#) Jl Windows % %t % 69 T B CertUtl, A X489 MD54E ( B3.1.5)

certutil -hashfile d:/python-3.6.5-amd64.exe MDS

#3.1.5 5 MD5H
4. WER—TF, W @A REFEKFH MDA T HF,
5. BRI AR, REEHHHMDSE, AAATAEAETI

RFMmELEBRY, FERGT P %S IR
AAEAAEEY, IR B 0 SRR TR AT, IR A %K
P ERVE BN G ] DRI B SE R E 2, AT ok
i R Y FRUE

X, A PR R e P g e R, BRI R
SR Ea PR A Tl ORG-S IR I St b s
WICTEIREH P i mAaS,  E 2 % A a4 BE ISk e
IR, PR AENE, (58 RGP A
RS, AR5 RGP C IR E 1T X,
BEERE =R/ AR ER T .

BEED
HFRERAREEBLEE

1. WA R FHEBRARE, —AMZ 8RR AT
RIER P EMY), B 3104 075,

2. AP ERERG, 158 5% AMERA TR
W, A TATLERRGEER, T RBLEEFF
N, SR RIERNGER; 158 24BHERAR I K
T, RAERBERRGERS, REFA P PF—ANE
By, XBAMEE R, H— *Eﬁ%féﬁﬁﬁmﬁ

&
-+.

—

wiE )

—_—

A4

l

A

A

RAT 410 22

i

?
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BFHEL A4, RE, sFAENEHCSAE S

p W BT, MBI GET# , %2 FIX R R
o b TP TR, ARG, I
U RS T, WA BRI RS R DA

ST FRIFICH 17
B, TR P A T,
Py BT IR IS #, A R AT S
{317 B WA T, BRI ARG 1A, BRI EAR it

PP 0 2 B P LR A ST LT (FE3.07).
BEED

HITHFRER RN
K 5 3 B3 W A ) AR PR T i 2

B E B R 5 R
B, BT R AR IS B sE s, (e
15 A —SE BLSEAT e, SEbR b, Ansfricak gy IR e T
| EERIOROR BTN, IR ABOT RS
i HR, ARG BB T EAAE R A, 8
TR, SRR TR, I8 A BB 3
B DR BARRHEAC TR AR 0 (813,18
308 AMHCFIEARAEE R, T BRI P 86, (R flAT T
FACTI ZE A I B B R 5 R
AR FT A AL . — 7T, RIS B
AT REEAR MG, A0TSR AR M AR B — A 5 R B A S A
AR B AT, PR R SO, EE
[ i
- slRahaE, #R 53— T, BTSN BE A T T ] O 2 4 F 40 B 5
RERABARLOR L B, REEBRGIFAEONSHAL S, R
R AR, RRIE L i T B R % 4 SHA256 5 SHAS 12 F5
Banaasinidcd R AR, T S0 R
. B R, TN
| g  ERAGEEATE P, SRR, AR
E——— S BRERBEAT AR, WA RE—bkHSRR A, i, B
MDS Rk E BEA R ARG A T, fH T HR B
I LALE AR AU SR A7) 2 1
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3.1.3 NZFHLAR K M & hz F
?) 17 i
RIS 1L 72

1 E&4KEM, LEABITRFI R4 NECH,

2. ABA319PHEHaFfeBAb, B 1 KR 2KREMGF S ZCEARECH,

3. Wt R IR MA L 2R, R E—MLEGH - ANAZTCH, — A%
B, Wies 3 RKEMG AT AL E R AR ECH (Hc),

00000000 o] YoI Yo! Yol | 0000000®
000000 . 19X 1ol 1ol 1o I ol Jol lele.
CeO000000 @l 101 1ol 1of | elelel Il 1ol )
0000000 .ﬂh).'- L o) 1@ o lel Iel e
09000000 @l 1ol IO 1ef | olol ol 1ol I ]
200000e0 .LJ. il 10X 19 - I®f 16l Ielele
DO0000eo “J.F‘.ﬂ._. @l el el X I |
000000 . IOX 101 16l 10 @eceoe o
a h ¢
@l ol lel IeX ol 1ol 1ol 161 ) Sl elpieelele
OO""OUO'JU . JOX 18] Jol 1& 0000000
CQO0@0e0® oL 1ol 1ol 1e] | ﬁ‘.”“””"‘&"@
OOO% @O @O0 L JOX 101 101 10 Bl 10]0]0]010]e
0000000 ® 00000 ® ﬂ......u
“16] lel lelele . IO 1e1 1ol 16 COO0O00C0O0e0O
@l lel Jel I I O I6f 1ol 187 ff)u elelel 1o
eeoeven Yol 1ol 1ol Ie r’_......“J
c b d

3.9 iHshitERE
4. RIEH IRBM L A —LRF, ARt (H) EFRBRANILTT,

5. e F 2IRMM LKL AL F, ikte () 55 3IRKMRBATIOST, FHEBREAH
AN iR 7 A RBEAAR, AAREMER (Bd), A

LA TGS, HSRR T — AR . H
i a S TS0, EIbAYSTEH . P afE b A e
R AR S T R, i e M b5 d A R, Al
HT R i R AT EON ] 3.1.10,
i 3¢ X X 3¢

e AR MW 2Cix MW 2Cix e A
{E R4 o hnes —p 4 K125 FKI2E TER S
T 2 vLfu2 4= 1 vLfu2 4 1 NIz

F3.1.10 e S5t
PAEE A& FOR ,, S48 X PR % 81 2 A Xt
PRSI i
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ARAS hxrA R

ENCALEY

&y

AR N
ERWEYED T, wRICKRLGZCEAAE0, FCHAEFL, PALAKMKENHE
Bk TAFERA 641209 — 3 H 4, Mp ey mEfBEdRE, RFEERAT “F37
B, “FRT Ao HEE, EHER. “ARA0, REAAL". 2F FEHNK
By, ZiXpAEEI L@ e B A AR

a = @blel101010 # A0 Ae @b f T iX St — k4 4

c = a™b # 2. bﬂfif'[“ﬁ;#frrri Z‘J,T- 0% T g
d = c*b b AT AREN , AL THE
print(bin(d)) # __;__Hj WHBAETHF

iﬁ&ﬂ@m ’E’%ﬁo Xt FREE $A N
? ¢ XS R 5 S T A R T 8 R i 2 ot R (e P A (]
= ¢ [= ¢ [ s (ELLD. WEETES, TR
= it S W S poaoiinas H w6 G AR I b
ip's 55 A )
BRI SRR s DES ( data encryption standard, E(HE % brifE ). AES

( advanced encryption standard, =ZNINEIRE ) 55,

YETETD
RIS AES fn s
1. 37T @A ThefEE et s,

# -F A\ AES M % B

from Crypto.Cipher import AES

# 7\ AES I E PP 6 TLE

from Crypto.Util.Padding import pad,unpad

# i N 5 5 4R

passwd = input(' m&EE4H. ')

# #) ] pad T B, % ®iE4 AES HEx &L E4H
key = pad(passwd.encode('utF-B'),lﬁ)
print(' %41: '+str(key))

# aes ML E A
aes = AES.new(key, AES.MODE_ECB)

# Hr e 55 64 9R C

message = input(' AL ')

##) 7 pad T B, AL, AR AES JLE0 B R
text = pad(message.encode('utf-8'),16)

# Ho 5
etext = aes .encrypt(text)
print(" 3. ",str(etext))
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# A E F 4
passwd2 = input(' MEZEHA: ')

# A0 pad TR, EMiEAS AES HEERGEH
key2 = pad(passwd2.encode('utf-8'),16)

# aes MR E &
aes = AES.new(key2, AES.MODE_ECB)

# RE
de = unpad(aes.decrypt(etextl),16)
print(' #JL. ',str(de, 'utf-8'))

2. BATAR R E A2, FEET @A,
* ARAE T AN AT A SR K F AT AE?
e RN T IR ER, REMITE LY J

S5ECF M EAN, 8 S R — Bl P SR R AR,
WSO, 2530 — Mttt . an i ames 17 %8, WIJoH: i
5 3,

XTRREE A NP A AES 55 A SE 09 s 5k, (H o T i
— TR R . AT B A A AR S O . AEM
il fF b, YA RN eV, RI8%
B, MIZREWLZER (FE3.1.12),

b

-----

ENAREL SRR

------------------------

3,112 XFFRaEE g AL ] 2T
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A A

N FEH

% 5
=) ¢ = 4 L=
=| % fif o —
A 3¢ ('8 H 3

IE:HE‘E

13113 JAERFRRSEEH e 2

5

ﬁﬁ?ﬁﬁﬂﬁﬁJ%L

AEXF FREE AN

AEXT PR BN AR S, N A L R
Sl AR EH . X—XEHTS, —PaH
RN, FRNAH, ATIE; —1THCIREA,
PR, AT (K13.1.13), RSAREZH
A H B AEXT PR S I 55k

& 5% RSA JEX FREZ 4 In &
1. 3T FTEA ThEEGIRS,

ﬁ_..
# 5 RSA miE &

4 R RSA 2N EFIRLER

from Crypto.PublicKey import RSA

# A mANE 0

key = RSA.generate(2048)
pr_key = key.export _key()
pb_key

# IR A AR Ao A

key.publickey().export_key()

file_ out = open("pr_key.bin", "wb")

file out.write(pr_key)
file out.close()

file out = open("pb_key.bin",
file out.write(pb_key)
file_out.close()

"wb")

TR 2« RSA g

from Crypto.PublicKey import RSA
from Crypto.Cipher import PKCS1_ OAEP

# 14
key data = open("pb_key.bin",
key = RSA.import_key(key data)

# 4 % RSA % 5
cipher = PKCS1_OAEP.new(key)

# ho g

message =' TR RFTEHN,
etext = cipher.encrypt(message
print(etext)

# % AR5 A

file_out = open("en_message.txt",

file out.write(etext)
file out.close()

68 FIE MNEZEEMETFR
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& 3 : RSA g%

from Crypto.PublicKey import RSA
from Crypto.Cipher import PKCS1_OAEP

# ik AL
key data = open("pr_key.bin", "rb").read()
key = RSA.importKey(key data)

# 4 5 RSA %5 58
cipher = PKCS1_OAEP.new(key)

# iR L
file_in = open("en_message.txt", "rb")
en_data = file_in.read()

# %
text = cipher.decrypt(en_data)
print(str(text, 'utf-8"'))

2.4 B TLe9 AR A N A, T
3. B F A AR ITE, RElREXAL AT, 58 R4

TR
4. BF VAT B,
- RE T AL R AR AT 69 A Fa FAAA BEAT A B BB RAE Y
» AES H-iEf RSA x40, R—/Nif B & e ? J

FEXIFRE N . a0, TSI 3114,

-#-
iRt

B A 2 BUEACH  FAHRENAHNE, BEHAC
AR IEEN S AHRGTEL  RIREE O GEY HORL B fife 2

&3.1.14  JEXTFREEH A H

FEAEX PR H I E AR, AHEARZE S Z
1), AEfTAZ A RIEVLEGFEEMA, HEHALNHNAH
AT IR ERRE T LA T, DRS00 S B 403 W A [m) R

Aibx —F AR WA, i, B — 5ok A
AN, BB bZAR LRI X S22 A A, BNfE
ARt Al Re gl (1&3.1.15),
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BIEH Bifi# C Bl# A
A S il f

>
i UPANS
i ABIRY ‘ \

Bl :

o AR
e Ll A A Y2 EH, R AL | i i
SRR C A S : :
S — | o E4R, HATHR |
! w3 PifE, AR

: >

! i — M e, FA C AR
i A AN I & BRLA N B AR A
| 4 A J {HFE

F3.1.15  —FpEH A GE

TR 3115 SR A B b, Mol CARIHEGR 1 A&
M8, IHEACHAHLSE T B ; BIRUYZE AL,
HSER T E#RAE, I AR Bk CHEB &
%3¢, JFH A AT, MImSEstieiWr, H2ibn]
It — I 5 2K %G A, MIT#HATIRVE .

B MBS =07, Hes =77 i i HoAth B
WA EENER . MM EAERK PR, v LT
Hi PR S FIAGIE R, BAAT#2 WLIR 3.1.16,

e
B0
HLI %5 44
G JJ
@ - @
it
rF 3
p 2
S
U
| | TH& RlAY | | e
HLF %2
et

@ (i)
E3.1.16  ZAFHIAIE Fos &
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A A S & xR

RSA & ik EI RN
RSA B 2135 22 40 U832 (1 10—l e B s

R

R, A A 23584 A AR
KB, ARG —RIAYTHEAS H S AR OCHK B ZON
S AWERN ANHAFAAE (E3.1.17 ),
i N P~
E ’CETX D mod L }}/
2 Fkip Bk q
N 47—( N=pxgq )
% > 8
13.1.17  RSAEHE R ERE
PRSNGSR, R FELL T B
B, HPNEEp Mg, KX EIIFFAN,
B, REL, LEp-1Mg-11R/NAEE.
F=2, W—PEE, EREMLER,
FIUH, KED, FEREMDPIFRFBBRLIL, REUE1,
HHA, EEMNIEN—H, EWRAH; EDFNIE
N—AH, A
YETETD
(_ K38 RSA B T/E R
1. /23 Python 8 & Z X |
2. MR/ dk, BEFpFoqRIE.
>>> p=23
>>> Q=29
3. HEEN,
>>> N=p*q
>>> print(N)
667
4. HHEEL,
AE D NN, REFRUAT
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>>> import math

!x/{_ fﬁ.aﬁzz’ié wh }%Zi j?!l

>>> t=math.gcd(p-1,9-1) # K p-1Foqg-1a9m ka2
>>> L=int((p-1)*(g-1)/t) # K p-1F=q-1 89502155

>>> print(L)
308

5. 4T FEMAL, ERLEZR, ARSFTH, MERR—A, 45,

>>»> E=5

6. THEEZD, EXEFRDGERERAL, 2321, DLTERA SA, RMNTik

B—A, 4185,
>>> D=185

., ARMAENTEERN, ERMBAMEHEEDANAMLEHET
7.0m%, R FTEA: BEAHPHIERFTRUAN, FFRFE.

>»> num=21

>>> enum=(num**E) % N

>>> print(enum)
60

8. W& . HHF®A: EXHDRFHRAN, HRedk.,

>>> dnum=(enum**D) % N

>>> print(dnum)
21

E by SEED

ﬁﬁﬁ@%ﬁﬁtﬁ
i RE S, W (

%*%#ﬁﬁﬁﬁ%%#:
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9. I RIF R B A RATMENE, AAATTRT WFELIE, JJ

NPT TN, IBREA AT LL#E 6 N AT 5 %R
Grfiet, 1B pHiq, MmidES AR ? 7 SCBrhnff & 0k,
p g # AR E KAVEEL, "TREFE1 024 LLRFLL L. vl LIAR
%, HFEBNEREDEE K. BIHATIE, Afi1E
WA R B s X KA BT B B i Y R s e . BT,
Bl AN N, AR s 5t PR 8000 i 1) 325 3K 45 p il
qo 1ERH XA, RSA TR XERL 0 f# -

] B b 136, RSA Z fr Lhde 4, 5 5 4 i) st 2 2 .
KA A AR LA 5y, Rk, X —AN KRBT
J5 PR 50 i D)1 PRI

5 R %#— k5% RSA in%
B AT iR AN 3 A A8 B8 AR Ae fa R, RIGIRAAR
) A —ANE AT R, Flem B R LKL, REAA

I N2 IMEH . REFEA 1T 18 H
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MEZERRA)E S E M
XEFRINE R, g s R, (B 5 viei Vs
FEXFRINER L, KR NPTV, (BN A

et

e BRI, AT F IR A X A H AR
FF— R . A E B A2 ) AES 25 % FR 28 55 A Sk ib 3

LIGE R 28 S TR AR s TR . QR Y

JEXTFR I B AR AT EE ([ 3.1.18 ),

kh 2.

I
iDFAST)

Y

A& FH RSA 5§

SNER I St

A 4 S

Tng % FR % B

-----------------------------------------------

HH 3¢

HE

LT e ey

X RS EH
B S A R
[ %8 3

IRt
PR, &
I IEE e

X R £
B R
(1%

F3.1.18 REneEid s s

FEX N ad A b, 0 5 R S AR T e JBE PR O A AL
X S A SCHEAT I B s [RIEER 228 g X B 1 A T
T, XFERUAT LAAHAER RIS RGN A, R
P L AT RE B VT By Rl . e L PIRP AR SCH Bk, K

InsE 1 B
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R, SR MEER e, B4 G 00E B i iU
% SCRNE V% 3 5, RV %% C, PO
PR e, PSRRI 2 8 N T B % S AT i o 454
(&3.1.19),

X ApinEst
R, 4
RV 11 % 3

S FREE A N
2 B
1) 8

ONER e

FRme,
N borckkic R
] : L
i Lk
AYFAEH

X P B

- o
e

-

e -

{HE

liB's

F3.1.19 RGeS s A

G;; KB R A N

HAE T @R ADF] & 4 B 0425, RIS mE AR,

# I NBMALE, B TSRS ERENGFH P
from Crypto.Random import get random_bytes
# AL A%, AES e 55 55 4R

aes_key = get random bytes(16)

BB D)

SHIRAMEREREM
1. W TFRAmE sy, S EERLSRAMETmE, BTAEETEF
WEHEA, a1, 2iaF, IMAEETRD? A A7
2. MAMEIE AR, £ A “MMALERMEN" A “FRIBEHEN XHFF
7k, ARIAAIR—FF EIF? HH 47
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A AL A rrh 2

MERREHFER

FIR2 .

AR E T — B K A Ty LA Fo A5 MDA, A B T8 A6 40 55
T XA, FEHTHMDSABAT T Iy, —AARIIRIER .

A E G AR RATF, B EadrkwdE, EWA P, RPRFHAIN, £
2Lt B LKA A E A X Ay A

K- &L EFER?

EAEXTFR N i fEp, FamBEA S8 EEER,
St BBy siine, SERX IR, PR A RA
A (E3.1.20),

DB A G S

WO R E R RLEH A RE AR "

W3 wL W 3C

F 3

En)

&13.1.20 I S

NEMEGIE TE SRS, ERHSER, HE
HEAPe IR, &HIGEMAE R ERA L, £
Ll LIRS A H Rk R B Aad, WERAHFIFL
BRG] LR SIA—FERIROR .

AR NS ORAT Y, I 2D A 2 iIRAB I
#, MEATH BRI T4 BUH TR AP,
METRIESZ (183.1.21),

FABH N A RS 5
WX I () 23 B A REfE 3

<
WA %, i R %,

Ui’

5B

[&@a‘ : r%%q}

&3.1.21 ETFE4
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INA B AR IR R .

YELEED
(_ fn A% 4 SO

F 4o B Z 8] A af AT W AR 4RI LA K G LAY, @13 R ERIEALE M
TN, B ERIELEM, FAABOH S ERAELE, RERBaTHMBET
. BEEEFTHA, BKFAB,

[5%—]

B REF AR CTHRAME, 3K BHAGNMIMRE.,

Bl WmEE, EXATHEIE, RIETHUENR, BFIEXLLERBEILLK,
B mfRiE T TEM, BEARAME TOARIESR B L EH,

TATH: OT4 ORTH

A%

=

i A2

DA 30Ty B e AATH BT %, AR EX].
QR K& T AT E X AT E, HFHEL2,
Mgt 42,

ORKiEF AGFARTH EATRE, [FREX1,
Q@R B BHAAXE N HATHE, FIRL,
]ATHE: OT44 OFRTAT

A .

[ BEwH £ ]

fi o i A2

MEBHEARE W% L2 iYL

AOATEOL T, W2 LA SO A ds . - fan A /Y
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— PR AEIA L= Z Bl A AT DL e {E B AR

BEAJE (WIHTTP )
(E3.1.22), ISSL( secure socket layer , ZL2EHFZE ), S AT ( Jrser)
= EGHELE —JJ5, M CRKPE [ 3 7 I8 R e y—
MM SE B % A . R Z 0N HZE M E 2P, GWHTTPS L% HIRZ (4n1p)
( hypertext transfer protocol secure, AL &4t ) B 5t U=
TARTESSL YRR 1 (F3.1.23). TR VERIGEY

|!E| (s ) ST ]E
e 28 e | Qi L] wora

. ) fhiitk

k?kfl“]anH-F S i23’2‘)

fof ek 1 %
haialld
o, WeE], CLART i v /

T (RS )

HTI‘P‘?:T | Bl """‘P“’T Elmm%@ﬁ

=\ fhikitik
i =— s
L @ OHF*q89804
ﬁ K =

jei2 1390U()@#(

hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh

[A3.1.23 HTTP 5 HTTPS

A o R A T
TN ()
AR, TSRS 282 R @ mRuER .Q

0

HIM

P E UL R IEAPIE. <
o . @) sElsgsiE S
briz1rimf, MRS aFtuEHaa

—

PRAHP; HrEios, A
HUEBAE AR T AL, W

II

R,

S BB B — A gﬁfﬂﬁLff*
R PN e ®
1 R 5 25 52 PR A B
(6) teiktmEsR Mz
%, JAAFREYL R, W > |
7 BT LA PR A 1R 1 5 41 Na— Na—)

SRR E S T (K3.1.24). 3124 HTTPS T AR R &

3.1 MEEASZRE 77

(VAENN N2, RETFRAALE 7 i



AAS K wrR R

K38 HTTPS R %
1. &5 Tatgf 5, BAadmAEReFa4, FIERSBITEGIES,

from OpenSSL import crypto

# i A 4A

key file=open("pr_key.bin", "rb")

key data=key file.read()

key=crypto.load privatekey(crypto.FILETYPE PEM,key data)

#X509 s& — AV iE 444 X
cert = crypto.X509()

# KAk TiEH 6158

cert.get _subject().0 = "XINHUA HIGH SCHOOL"
# £ 45 % 2 69 M 55

cert.get subject().CN = "127.0.0.1"
cert.set _issuer(cert.get subject())

# 7% ¥ 1E 5 69 A A
cert.gmtime_adj_notBefore(0)
cert.gmtime_adj_notAfter(60 * 60 * 24 * 10)

# H i E 4R
cert.set_pubkey(key)

#5428
cert.sign(key, "MD5")

# PRAFIES LA
data=crypto.dump_certificate(crypto.FILETYPE_PEM, cert)
with open('abc.pem','wb') as f:

f.write(data)

2. ITIFHEIR AL HTTPS IR 50942 5

import http.server
import socketserver
import ssl

# im0

PORT=8000

Handler = http.server.SimpleHTTPRequestHandler

httpd = socketserver.TCPServer(("127.0.0.1", PORT), Handler)
print("serving at port", PORT)

# 38 doat SSL 69 £ 4F, keyfile A F4, cerfile ZiEH

httpd.socket = ssl.wrap_socket(httpd.socket, keyfile="pr_key.bin',
certfile="abc.pem', server_side=True)

httpd.serve forever()

3. 2% A http://127.0.0.1:8000 #= https://127.0.0.1:8000 #4737 18], A A % 19 B 2l i
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1. I £ =S A e 42 .

# 5l N AL E

import grcode

# B4R YA
s=' 4L RE L

# 4R i

img = gqrcode.make(s)
# 1RG5 — 4
img.save("ewm@l.png")
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fTENPLAEREF i &, AT DA St B OLA TR E IR, ok
SEFIFHM L, 8 3 TP RE 1ok 5E AT 55«
AP 45 anA] FH Python WP dispy A 20 @ Al FH 43 A
AITHE- RS

(‘-"9

[IP33k] --clean 7 44,

HESHXITERS

. H— 2B FE5 A8 TR+ EMG PR, FiRR TR,
2. #ENZ K Python 9 B &, KJE#AT “python Scripts\dispynode -c 1 -i

B R TEME327,

#3.27 iT@s )

BT )a, BT EYL SR At — b # .05
HIEF IR, RFEAXFEA, BT LAH & A 21575
BRI MR RS, RAaPE -/ IrmEILmE—1iT
T &Pk, = Wfal i XA M 2 A T3

(!9

FHEL

1. 372 A disp_c.py 89 XA, IR EB L P S BRI 4.

# | .Fr -'.'T-':-
import dispy,socket

T AN LY

def compute(min_n,max_n):
import socket,math
host = socket.gethostname() # KU BT L AL B AR

num=[1];

if (min_n<2):min_n=2
for i in range(min_n, max_n): # &
for j in range(2,1i):
if(i%j==0) :break

else:

num.append(i)

return (host,num)
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# Tt HER
def status(status, node, job):
if status == dispy.DispyJlob.Finished:
print(" 4t %s: %s' % (job.id, job.result))
elif status == dispy.DispyJob.Terminated:
print(' %s failed: %s' % (job.id, job.exception))

# RIA L IP

ip = socket.gethostbyname(socket.gethostname())

# AL A 54 6 Hoa

cluster = dispy.JobCluster(compute,ip addr=ip,cluster status=status)
# &4 RG PN S

cluster.print_status()

# it HRd —154%, 24 10 Bitiro e
for i in range(0,10):
cluster.submit(i*10000, (i+1)*10000)

# X M) &A%
cluster.close()

2. BATAER, MBI L6 2R,

Node| CPUs| Jobs]| Sec/Job| Node Time Sec
10.50.16.21 (class1-21) | 3 i o | 0.000 | 0.000
10.50.16.24 (class1-24) | 1 0 | 0.000 | 0.000
10.50.16.10 (classi-10) | 3 o | 0.000 | 0.000
10.50.16.15 (class1-15) | 3 o | 0.000 | 0.000
10.50.16.30 (class1-30) | 1 | e | 0.000 | 0.000
10.50.16.08 (class1-08) | 1 o | 0.000 | 0.000
10.50.16.16 (classl-16) | 10 0 | 0.000 | 0.000

fi%¥ None: ('classl-16', [2, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43,
47, 53, 59, 61, 67, 71, 73, 79, 83, 89, 97, 101, 103, 107, 109, 113, 127,
131, 137, 139, 149, 151, 157, 163, 167, 173, 179, 181------

4 None: ('class1-08', [10007, 10009, 10037, 10039, 10061, 10067, 10069,
10079, 10091, 10093, 10099, 10103, 10111, 10133, 10139, 10141, 10151, 10159,
10163, 10169, 10177, 10181, 10193, 10211, 10223, 10243, 10247-----

nnnnnn
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VAIA R/ 52 R Bt A R 1]

3.2 MFHFRETE 93

(PN N, RERBU T T i H



ARAS hxrA R

SEBREE A, AT RAETT S 2% A TSR S SRk

FHR 58 A R B4 55
ggiﬁﬁﬁﬁ
52T H A 2 1A)

AT I RA, BO AT IS4,

# FRETECAANTLH (—DMUFTAZS M EHRZ e, 4o 6=1+243)
def compute2(min_n,max_n):
import socket
host = socket.gethostname() # I B e AR
num=[];
if (min_n<1):min_n=1
for i in range(min_n,max_n):
s=0
for k in range(1,1i):
if i%k==0:s=s+k
if (i==s):num.append(i)
return (host,num)

# KPR ECE AN Fra L (—MOEELd, FER L6 FF, 40 121=11x11)
def compute3(min_n,max _n):

import time,socket,math

time.sleep(1)

host = socket.gethostname()

num=[ ]

if (min_n<1):min_n=1

for n in range (min_n,max_n):

a = int(math.sqgrt(n)) # 3% I AR R Ak

if a*al=n:continue; # F 82 T AP 4k
sq = str(n) # ACF R T B X
if (sq == sql::-<1]): # JE A F 4T 8 56 5 F 4 fALER, AR I A W i

num.append(n)
return (host,num)

2. RBTFHRA, 5&ARF, eRBMiHEY sAamE Rk TRAR G S,

# 35 € W 4% P 69—kt B A

nodes= { 10.50.16.99','10.50.16.204"' ]

# 45 & ﬁ%ﬁ*éﬂwﬁ%

cluster = dispy.JobCluster(compute2,nodes=nodes,ip_addr=ip,cluster_
status=status)

3. MR REE, BFNREANEARRALS, AEAREHITEY EZRRR T
AL, Ranh it F R segdrst.

) BEED

BESHRITERES
WA TR E ES, REF>H XA AREEFE? B35 FHFATR, T

AT 4 £ R W IE5?
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BOINC ( Berkeley Open Infrastructure for Network Computing, X & —FF o F A4 KR
(B RITRGR 6 ) MR | BF, '
Gz, FEUXANSEERO, AANFEERBS=
W IR BT

(9

5 9% 3 UBHEM R 1 H

1. 23 #44 BOINC Manager.

2. ¥m— /TR B, deit HRE AR B PrimeGrid, RBGARBEB IR =, HTEE
KT EMF R, BIEE, R4 AGTFMNERITEREPH—AF
L, FAHARB L EZHELFR (H3.28).
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